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Upozorneni: Tento material si nedava za cil byt vycerpavajicimnmnual em Jedna se
o vyukovy material, zabyvajici se pouze zakladnim principy.
Podr obnosti zi skate pri kazem nan i ptabl es nebo na ww. netfilter.org
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1. Rozdel eni firewal | u

packet filter /paketovy filtr/

statefull inspection firewall /stavovy firewall/
application proxy gateway firewall /aplikacni proxy
firewall/

network address translation /preklad sitovych adres/
hybrid firewall technologies /napriklad analyzatory
paketu IDS, IPS/

personal firewall
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2.Co um | ptables ?

. packet filter /[/paketovy filtr/

. statefull inspection firewall /stavovy firewall/
net wor k address translation /preklad sitovych adres/
personal firewall

. castecne /za ponoci specifickych nodul u/ i

application proxy gateway firewall /aplikacni proxy
firewal |/
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3.Jak to funguje ?

V ruznych m stech pocitace, kterym prochazi paket jsou
um steny ruzne druhy tabulek s ruznym pravidly, ktera se
apl i kuj1 na prochazejici pakety v zavislosti kudy, kam
kdy a j aky paket prochazi.

Poznanka:

| P FORWARD
Rout ovani /preposilani/ paketu nezi jednotlivym
| nterfacy na |inuxovem PC je nutno povolit.
Na vsech |inuxech toho dosahnenme budto rucne :
echo 1 > /proc/sys/net/ipvdl/ip forward

Pri padne systenovym nastavenim- Cent OS /etc/sysctl.conf

net.ipvd.ip forward =1
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4. Tabl es — Tabul ky

Nazvy tabul ek /podle um steni/
| NPUT OUTPUT FORWARD PREROUTI NG POSTROUTI NG

Druhy tabul ek /podl e funkce/

. FILTER - | NPUT, OQUTPUT, FORWARD
slouzi k filtrovani [/ ACCEPT, DROP, REJECT/

. NAT - PREROUTI NG, OUTPUT, POSTROUTI NG sl ouzi k
prekl adu sitovych adres
/ SNAT, DNAT, MASQUERADE/

. MANGLE - PRERCUTI NG, OUTPUT, | NPUT, FORWARD, POSTROUTI NG
sl ouzi ke znene paketu / MARK, .../
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Tabul ky FILTER

FORWARD

ouTREUT
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Tabl uky NAT

PREROUTING

POSTROUTING

DNAT

QUTPUT
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Tabl es

—-=>PREROUTING-->[ROUTE] --->FORWARD

Conntrack | Mangle
Mangle | Filter
NAT (Dst) |
(QDisc) I
v
INPUT Filter
| Conntrack
| Mangle
v
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————————— >POSTROUTING-->

A Mangle

| NAT (Src)

| Conntrack
[ROUTE]

I
OUTPUT Conntrack

A Mangle
| NAT (Dst)
| Filter
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A obal packet flow di agram
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5. Targets /Targets extensions/ - Cle

. ACCEPT
. DROP
. RETURN

. QUEUE

pusti paket skrz tabul ku

zahodi paket

vrati paket do predchozi ho retezce /ze

kt ereho se paket dostal do tohoto retezce/
nasl eduj i ci mu pravidlu

pusti paket z kernelu do userspace /pro dal si
zpracovani - nusi byt nakonfigurovano v

ker nel u/

Targets extensions /pouze nektere !/

. DNAT i
. LOG .
. MARK i
. MASQUERADE
. REJECT -
. SNAT i
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Desti nati on network address transl ati on
Logovani do sysl ogu

Oznacovani paketu

Prekl ad adres na adresu odchozi ho rozhr ani
(desl ani chybove odpovedi na prijaty paket
Source network address transl ation

Centre of Information Technology - University of Ostrava


mailto:jiri.kubina@osu.cz

6. Commands — Pri kazy

-A, --append Pridani noveho pravidla na konec retezce

-D, --delete Smaze pravidlo (bud ho zadate ve tvaru, Vv
nenz jste ho pridavali, nebo pouzijete jeho
cislo, to ziskate rozsirenou vol bou --Ilin.
Viz. dole).

-R, --replace Nahradi cislo pravidla jinympravidl em

-1, --insert VI ozeni noveho pravidla na zacatek retezce

-L, --list VWypsani vsech pravidel v retezci. Pokud neni

zadan retezec, vypisou se vsechny retezce +
jejich pravidla

-F, --flush Vyprazdni vsechna pravidla v retezci (to
sane, | ako kdybyste to delali po jednom

-N, --newchain Wtvorinme si vlastni retez

-X, --delete-chain - Smazene si vlastni retez (nejde snazat

vychozi)

-P, --policy VWchozi politika retezce

-E, --renane-chain Prejnmenovani vlastni ho retezce

-Z, --z2ero Vynul uj e vsechna pocitadl a konkretni ho

retezce
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/. Paraneters - Paranetry

-p, --protocol [!] protocol - [tcp|ludp|icnp|gre|...]

-s, --source [!] address[/mask] — [10.0.0.2|10.0.0.0/ 24

-d, --destination [!] address[/mmask] - [10.0.0.2|10.0.0.b/24]

-j, --junp target - cil [ACCEPT| DROP| REJECT| RETURN| SNAT] . .
-1, --in-interface [!] name — [ethO]| Il o| brO] pppO| et h1l. 3|.
-0, --out-interface [!] name — [ethO]|Il o] brO| pppO| et hl. 3] .

['] -f, --fragnment

]

y

y

jiri.kubina@osu.cz Centre of Information Technology - University of Ostrava


mailto:jiri.kubina@osu.cz

8. Opti1 ons — Vol by

-V, --verbhose
-Nn, --nuneric
-X, --exact

--| 1 ne- nunbers
- - nrodpr obe=command
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9. Mat ch extensions — VWhl edavaci rozsireni
[ pouze nektere ! — nodul y/

. lcnp
--icnp-type [!] typenane

. 1 prange
[!]-—-src-range ip-1ip
[!]-—-dst-range ip-1ip

. length

-—-length length[:length]
climt

--1limit rate

——1limit-burst number

. ac
—-mac-source [!] address
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mar k
—-mark value[/mask]

pkttype
--pkt-type [uni cast| broadcast | nulticast]

. State
--state [I NVALI D| ESTABLI SHED| NEW RELATED]

. tcp
——-source-port [!] port[:port]
——destination-port [!] port[:port]
-—-tcp-flags [!] mask comp
[!] —-—-syn
——tcp-option [!] number
—--mss value[ :value]

udp

——-source-port [!] port[:port]
——destination-port [!] port[:port]
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10. Priklad pouziti nodul u recent

Jedna se o nodul, ktery je schopen podl e nastavenych
kriterii vytvaret docasny seznam | P adres, ktere se
pokouseji 0 spojeni na chraneny server a to bud na IP
nebo I na konkretni port. Jedna se o jakysi greylist,
ktery je casove pronenny. Na zakl ade vytvoreneho
greylistu, je nozne s pakety dal e pracovat

[ zahazovat , vracet, akcept ovat/. Ni ze uvedeny postup je
specificky pro sluzbu SSH, |ze ho vsak aplikovat I na

j 1 ne sluzby.
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| ptabl es -F | NPUT
| ptabl es -F recent _ssh
| ptabl es - X recent _ssh

| ptabl es -N recent _ssh

#povol eni pruchodu paketu z navazanych spoj eni

i ptables -A INPUT -mstate --state ESTABLI SHED, RELATED -] ACCEPT

#odsnerovani vsech paketu z portu 22 do retezce recent _ssh

I ptables -A INPUT -p tcp -mtcp --dport 22 -j recent_ssh

#povol eni zadoucich adres natvrdo /vrati se zpet - nejsou ovlivneny nodul emrecent/
| ptables -A recent_ssh -s 10.0.0.2 -j RETURN

#zapsani zdroj ove adresy prichozi ho paketu do tabul ky recent ssh

| ptables -A recent_ssh -mrecent --set --rsource --nane recent_ssh

#kontrol a na nepritomost zdroj ove adresy paketu v tabulce recent _ssh za posl ednich 60
sekund vice nez 5x . pokud ne -J RETURN pokud ano jde nize

| ptables -A recent_ssh -mrecent ! --rcheck --hitcount 5 --seconds 60 --nane \
recent _ssh --rsource -j RETURN

#kontrol a a update na nepritomost zdrojove adresy paketu v tabul ce recent_ssh | og za
posl edni ch 60 sekund. pokud neni provede se update tabulky recent_ssh log a -J LOG
pokud je jde nize

| ptables -A recent_ssh -mrecent ! --update --seconds 60 --nanme recent _ssh | og \
--rsource -j LOG --1og-prefix "recent_ssh DROP: " --log-level 7

#updat e tabul ky recent _ssh_| og

| ptables -A recent_ssh -mrecent --set --nane recent_ssh |l og --rsource

#vraceni paketu s informaci o nedostupnosti adresy

| ptables -A recent _ssh -j REJECT --reject-with icnp-adm n-prohibited
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11. Pri kl ady pravidel - jednoduchy firewall

Skladba komplexniho pravidla iptables

iptables [tabulka] [akce] [chain] [ip c¢ast] [match] [target]
[target info]

iptables -t nat -A PREROUTING -i ethO -p tcp -s
195.113.106.167 -d 195.113.106.168 —--dport 5900 -j DNAT
——to-destination 10.0.0.2:5900

Toto pravidlo rika ze u vsech TCP paketu, ktere prijdou =z
rozhrani ethO s IP zdrojovou adresou 195.113.106.167, 1IP
cilovou adresou 195.113.106.168 a cilovym portem 5900 se
provede DNAT /Destination Network Address Translation/ na
cilovou IP 10.0.0.2 cilovy port 5900 /prepise se v IP
hlavicce cilova IP adresa/.
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Jednoducha pravidla
iptables -P INPUT DROP

iptables -A INPUT -i ethO -p tcp -d 10.0.0.5 --dport 80 —j
ACCEPT

iptables -A INPUT -1 ethO -p udp -d 10.0.0.5 --dport 53 —j
ACCEPT

iptables -A INPUT -1 ethO -p icmp --icmp-type echo-request
-j ACCEPT

iptables -A INPUT -i1i ethO -m state --state ESTABLISHED,
RELATED -j ACCEPT

Jednoradkovy firewall

| ptables -A INPUT -mstate --state NEWINVALID -j DRCP

jiri.kubina@osu.cz Centre of Information Technology - University of Ostrava


mailto:jiri.kubina@osu.cz

Priklad jednoducheho firewallu /host based/:

| pt abl es
| pt abl es
I pt abl es
| pt abl es
| pt abl es
| pt abl es
I pt abl es
| pt abl es
| pt abl es
| pt abl es
I pt abl es
| pt abl es
| pt abl es
| pt abl es
I pt abl es
| pt abl es
| pt abl es
| pt abl es
I pt abl es
| pt abl es
| pt abl es
| pt abl es
I pt abl es
| pt abl es
| pt abl es
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| NPUT DROP

OUTPUT DROP

CHECK | CWP

STOP_FLOODS

| NPUT -i lo -] ACCEPT

| NPUT -i ethO -p icnp -j CHECK | CWP

| NPUT -i ethO -mstate --state | NVALID -j DROP

| NPUT -i ethO -p tcp ! --syn -mstate --state NEW-j DRCP

| NPUT -i ethO -p tcp --syn -j STOP_FLOODS

I NPUT -i ethO -m state --state ESTABLI SHED, RELATED -j ACCEPT

| NPUT -i ethO -p tcp --dport 113 -j REJECT --reject-with tcp-reset
INPUT -mlimt --limt 12/h -j LOG --1og-prefix "INPUT drop: "

| NPUT -j REJECT --reject-with icnp-host-prohibited

CHECK ICMP -p icnp -mstate --state ESTABLI SHED, RELATED -} ACCEPT

CHECK ICMP -p icnp --icnp-type O -mlength --length 28:84 -] ACCEPT
CHECK ICWP -p icnp --icnp-type 3 -mlength --length 28:84 -j ACCEPT
CHECK ICVMP -p icnp --icnp-type 8 -mlength --length 28:84 -j ACCEPT
CHECK ICMP -p icnp --icnp-type 11 -mlength --length 28:84 -j ACCEPT
CHECK ICMP -mlimt --limt 12/h -j LOG --log-prefix "I CVMP drop: "
CHECK | CWvP -j DROP

STOP_FLOODS -mlimt --limt 1/s --limt-burst 5 -] RETURN
STOP_FLOODS -j DROP

QUTPUT -p tcp -0 ethO -j ACCEPT

QUTPUT -p udp -0 ethO -j ACCEPT

QUTPUT -p icnmp -0 ethO -j ACCEPT
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Chovani pravidla REJECT --reject-wth icnp-host-prohibited
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No . |Time | source | Destination |Protoce | into |
1 0.000000 moby .o0BU.Cc2 Broadecast ARF Who has 195.113.106.1687 Tell 195.113.106.167
2 0.002025 195.112.106.168 moby .o5u.CZ ARF 195.113.106.168 is at 00:11:11:35:1d:bf
3 0.009063 195.113.106.167 195.113.106.168 TCE 12539 > http [SYN) 55:;-2354305531 Ack=0 H:.n-E.E-dn Len=0 MS55=14
ICMF Dest

ination unreachable (Host a cnistratively prohibited

Frame 4 (102 bytes on wire, 102 bytes captured)
Ethernet ITI, Sre: 195.113.106.168 (00:11:11:35:1d:bf), Det: moby.osu.cx (00:11:25:d7:b4:2e)
Internet Protocol, Src: 195.113.106.168 (195.113.106.168), Det: 195.113.106.167 (195.113.106.167)

Type: 3 (Destimation unreachable)
Code: 10 (Host administratively prohibited)
Checksum: 0x5957 [correct]

b Internet Protocel, Sere: 195.113.106.167 (195.113.106.167), Dst: 195.113.106.168 (195.113.106.168)

I Teanmsmigeion Control Protecol, Sre Port: 12539 (12539), D=t Port: http (80), Seq: 2384B085B1, Ack: O

nternet Control Message Proloool (icmp). 68 byles IP' 404M 0 Dops 0 e

@ & u c @ ﬁ IIEII ) (Untitied) - Ethe: | ™ jura@moby [2) « | @ Google - Firefor Lﬂﬁﬁ 3 HeP G " 15:47 .

ﬂ {ll Adobe Reader |'¢-’ iptables (2]« | ] OpenDIflc\e org & 3.
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Chovani pravi dl a DROP

T2 (Untitled) - Ethereal
Elle Edit Miew Go Capture Analyze Statistics Help

BEcee ol xE Qe»0F L EBE QQaf #MBEX B

e | 4 Exressin. | Yy oz ¥ s

Tirme Source Destinatian Infa
0.000000 moby .o0BU.c2 Broadecast Who has 195.113.106.1687% Tell 195.113.106.1&7

2 0. OGDIII 195.113.106, 16& moby . 05U . CZ 195 113. 106 168 is ut 00:11:11: 35 id bf
4 2.995997 195.113.106.167 195,113,106, 168 13244 = htth [5XN] SE:U 2?5&453135 Ack‘l:l H'i.n—EE-'IU Len=0 M55=14
5 B.996373 195.113.106.167 195.113.106.168 TCP 13244 > http [SYN] Seg=2768453435 Ack=0 Win=5840 Len=0 MSS=14
6 20.997122 195.113.106.167 195.113.106, 168 TCP 13244 > http [SYN] Seq=2768453435 Ack=0 Win=5840 Len=0 M55=14 [.
T 44.998625 195.113.106.167 195.113.106.168 TCP 13244 > http [S¥N] Seg=2768453435 Ack=0 Win=5840 Len=0 MS5=14 [F¥
b Frame 3 (74 bytes on wire, 74 bytezs captured)
b Ethernet IT, Src: moby.osu.cz (00:11:25:d7:bd:2c), Det: 195.113.106.168 (00:11:11:35:14d:hf)
b Internet Protocol, Src: 195.113.106.167 (195.113.106.167), Dst: 195.113.106.168 (195.113.106.168)
= Transmission Control Protocol, Src Port: 13244 (13244), Dst Port: http (BO), Seq: 2768453435, Ack: 0, Len: 0O
Source port: 13244 (13244)
Destination port: http (280)
Sequence number: 2768453435
Header length: 40 bytes
b Flags: O0x0002 (SYH)
Window size: S840
Checksum: 0x0a02 [correct]
b Options: (20 bytes)
| File: 'MMMH!INXUIM'EHWBW1H |F" 12012 M: 0 Drps: 0 o

@ 6 .) @ a‘_ﬂi‘@—]ukmsqu] A|!Gmgle-Flrelm| ﬁ@' JH‘@‘V 15:409

"] Adobe Reader [*ﬁ’ iptables [2] = | =) OpenOiffice.org * BT
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12. Pouzite zdroje a nastroje

Zdroj e
man | pt abl es

. Oitcralni web ww. netfilter.org

. Cl anky zabyvajici se problemati kou i ptables na serverech
WWw. abcl i nuxu. cz wWw. root. cz

. 'V prezentaci jsou pouzity obrazky z clanku Stavine
firewall http://www root.cz/clanky/stavine-firewall-1/

.V prezentaci je pouzit obrazek z webu http://17-
filter.sourceforge. net/Packet Fl ow. png

http://snowran. net/projects/ipt _recent/
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http://www.root.cz/clanky/stavime-firewall-1/
http://www.root.cz/
http://www.abclinuxu.cz/
http://www.netfilter.org/

Nastroj e
| pt abl es

et her eal
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DeKuji za pozornost
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